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RADIO NETWORK COMMUNICATION SYSTEM AND PROTOCOL 

5 TECHNICAL FIELD 

This invention relates to a network of devices which communicate with each other 
via radio frequency. 

BACKGROUND OF THE INVENTION 
10 A network of devices can be created by arranging a group of devices which can 
communicate with each other via radio frequency (RF) means to transmit data 
between the devices. Provided that each of the devices is within the range of the 
maximum communications range of each device, each device can effectively 
communicate with each other device in the network. 

15 

In many such networks, the devices may all be transceivers, ie are each capable of 
both transmitting and receiving. For the purpose of transferring an item of data, one 
device acts predominantly as a transmitter while other devices act predominantly as 
receivers. 

20 

The present invention is to be used in a "point to multipoint" system as opposed to a 
"point to point" system in which communications occur between only two devices at 
a time. In a point to multipoint communication system, communications occur 
between one device and two or more of the other devices in the network 
25 simultaneously. 

A reliable "point to multipoint 77 communication system allows the creation of a 
shared network variable. This is a variable which is known to all of the devices in 
the network. For example, if one device wants to change the value of the shared 
30 network variable, it must transmit a request and be guaranteed that all devices 

receive and process the updated variable simultaneously. If the update cannot be 
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made simultaneously, or not all other devices in the network receive the update, then 
the network does not have a shared network variable. 

Shared network variables allow the creation of a network which has no central 
5 controller. All of the essential data about the operation and control of the network is 
known by each device in the network simultaneously. The data can be updated by 
any device in the network at any time and all other devices are guaranteed to update 
their data accordingly. This allows the control of devices within the network to be 
simplified, more flexible, and less costly when compared with networks having a 
10 central controller. 

A single communication action between each of the devices is herein referred to as a 
Transaction. A Transaction occurs between a device (transceiver/transmitter) which 
transmits data to one or more transceiver /receivers of the data. The Transaction also 

15 includes data sent from the transceiver/receivers to the transceiver /transmitter as 
well as to each other of the transceiver/receiver devices in the network. In this 
context, a device which for a given Transaction, transmits the data to be shared 
throughout the network is referred to as a " transceiver/ transmitter" while a device 
which receives that data within the Transaction, is returned to as a 

20 transceiver/receiver. It will be understood that within the same Transaction, a given 
transceiver /receiver may also transmit an acknowledge signal. In the next 
Transaction, the transceiver/receiver may become the transceiver/transmitter. 
When transmitting to more than one transceiver/receiver simultaneously (also 
known as a broadcast or multicast), it is important to know that all 

25 transceiver/receivers have successfully received the data. If even one 

transceiver /receiver has not successfully received the data (for example because of a 
bit error causing data corruption in one transceiver /receiver), then all other 
transceiver/ receivers must be informed that not all of the other transceiver /receivers 
have successfully received the data. 

30 
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Such networks can also optionally use a transmission system with dominant and 
inferior bits. This means that if there is a conflict, and two devices simultaneously 
transmit a dominant and inferior bit, then when monitoring the communication 
medium, each device will see the transmission of the dominant bit. The device 
5 transmitting the inferior bit knows that there has been a conflict and can take 
whatever action is appropriate. For example, this may mean the cessation of all 
further transmissions. 



In conventional point to point communication protocols, a general procedure is to 
10 have each device transmit an acknowledge statement some time after receipt of the 
data. This has the drawback that the transmitting device must know exactly the 
number of receiving devices within the network, and how to contact each of them. 
The reliable transfer of the same piece of data to multiple receiving devices requires 
many transmissions of the same data, and a corresponding wait for each 
15 transmission to be acknowledged. The repetitive transmission of the same data to 

many recipients wastes the available bandwidth of the communication medium. This 
approach also requires the transmitter to obtain and store data about exactly which 
receiving devices are to accept a given transmission. This approach allows the 
creation of a shared network variable, at the expense of unnecessary complexity and 
20 poor use of the available bandwidth of the communication medium. 

Alternatively a point to multipoint transmission can be used to transfer data to many 
recipients simultaneously, without any acknowledgment being returned. This 
renders the data transfer unreliable, and the transmitter will not be able to determine 
25 whether all of the receiving devices have successfully received the data. Unreliable 
transfer of data means that a shared network variable cannot be created. 



In such systems it is also necessary to be able to accurately determine a time or point 
in a data transmission where the type of data changes (for example a change from a 
30 control data transmission timeslot to an acknowledge timeslot). 
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Many well-known communication protocols are asynchronous and character based. 
The best example is the widely used serial RS/EIA-232 port. 

Such protocols can be used, with difficulty, to transmit varying and fixed time 
5 portions. However, it is important that the asynchronous interface component 

(referred to as a Universal Asynchronous Receiver Transmitter, or UART) have well 
characterised timing and delay characteristics, and that those characteristics remain 
invariant. For example, any variation (for whatever reason) to the inter-character 
gap time would be catastrophic, because it would mean that different devices would 
10 fix different times for the same critical point. There would not be a common time 
reference for the start of the fixed time slots. 

Character based protocols should be able to carry any information item that fits into 
the designated character size. This conflicts with the need to have some means of 

15 signalling important points in the transmission, especially the end of the variable 
portion. This conflict arises because in the character based protocol, some of the 
characters need to take on a special meaning in order to signal the important point. 
This means that the special character cannot be used for data. The combined 
disadvantages of the asynchronous character-based protocol make it very difficult to 

20 use when a fixed time relationship is to be maintained between a variable and fixed 
time portion. 

An alternative is to consider the protocol as a stream of bits, organised into 
characters by grouping (in other words, overlaying the character structure back over 

25 the bit stream). Each character can be inspected to see if it is significant or not. When 
a data item is to be transmitted which looks the same as a significant character, extra 
bits can be inserted to change it. The receiving device recognises the patterns of extra 
bits, and removes them, restoring the original character. By performing the 
recognition of the special characters at the correct point in the decoding path, both 

30 data and special characters can be separated. This is known as a bit-stuffing, and is 
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widely used in protocols like HDLC. Bit-stuffing however, can be complicated and 
processing intensive- 
It is an object of the present invention to provide a system and protocol for 
improving the communications between devices in an RF point to multipoint 
5 communications system. 

SUMMARY OF THE INVENTION 

According to a first aspect of the present invention, there is provided a 
communications protocol for use in a network of devices, the protocol having a 
10 frame including a first time slot for transmitting data, a second time slot, after the 
first time slot, for transmitting a first acknowledgment state, and a third time slot, 
after the second time slot, for transmitting a second acknowledgement state. 

Preferably, the first acknowledgment state is a positive acknowledge, and the second 
15 acknowledgment state is a negative acknowledge. 

Preferably, the first time slot is variable in length and the second and third time slots 
are fixed in length. Preferably, the positive acknowledge includes the transmission 
of a specific coded value containing sufficient redundancy to allow it to be recovered 
20 in the presence of received errors. Similarly the negative acknowledge includes the 
transmission of a specific coded value containing sufficient redundancy to allow it to 
be recovered in the presence of received errors. 

According to a second aspect of the present invention, there is provided a radio 
25 communications system including a transceiver /transmitter and at least two 

transceiver/receivers, wherein the transceiver/transmitter transmits data in a first 
time slot to the transceiver/receivers, and wherein upon receipt of data, each of 
transceiver/receivers returns either a first acknowledgement state in a second time 
slot, after the first time slot, or a second acknowledgement state in a third time slot 
30 after the second time slot. 
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Preferably, the first acknowledgment state is a positive acknowledge, and the second 
acknowledgment state is a negative acknowledge. 

5 Preferably, the first time slot is variable in length and the second and third time slots 
are fixed in length. 

Preferably, upon each transceiver/receiver detecting a correctly coded transmission 
in the negative acknowledge time slot, each transceiver/receiver discards the data 
10 previously received in the first time slot, and the transceiver/transmitter retransmits 
the data to each of the transceiver /receivers. 

According to a third aspect of the present invention, there is provided a 
transceiver /receiver for use in a radio communications system including at least one 
15 transceiver/transmitter and at least one other transceiver /receiver, in use, the 
transceiver /receiver upon receiving a data packet in a first time slot from 
transceiver /transmitter, either transmits a first acknowledgment state in a second 
time slot, after the first time slot, or transmits a second acknowledgment state in a 
third time slot, after the second time slot. 

20 

Preferably, the transceiver/ receiver further receives the first acknowledgment state 
in the second time slot from the at least one other transceiver/receiver in the 
communication system or receives the second acknowledgment state in the third 
time slot from the at least one other transceiver/ receiver in the communication 
25 system. 

Preferably, the first acknowledgment state is a positive acknowledge, and the second 
acknowledgment state is a negative acknowledge. 
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Upon receiving a negative acknowledge from the at least one other 
transceiver/receiver, the transceiver/receiver discards the data packet received in 
the first time slot. 



5 According to a fourth aspect of the present invention, there is provided a 

transceiver/transmitter for use in a communications system including at least one 
other transceiver/receiver, wherein in use, the transceiver /transmitter transmits a 
data packet in a first time slot to the at least one transceiver/receiver and receives 
either a first acknowledge state in a second time slot, after the first time slot from one 
10 or more of the transceiver/receivers or receives a second acknowledgment state in a 
third time slot after the second time slot from at least one of the 
transceiver/receivers. 



According to a fifth aspect of the present invention, there is provided in a wireless 
15 network including a transceiver/ transmitter and at least two transceivers /receivers, 
a method of disseminating data to be shared by the at least two 
transceiver/receivers, the method including: 

Transmitting from the transceiver/transmitter, the data to the at least two 
transceiver / receivers; 
20 Upon unsuccessfully receiving the data at at least one of the at least two 

transceiver/receivers, transmitting negative acknowledge data to indicate 
unsuccessful receipt of the data; 

Retransmitting the data from the transceiver/ transmitter; and 
Replacing the data received by the plurality of transceiver/ receivers with the 
25 retransmitted data. 



According to a sixth aspect of the present invention, there is provided a method of 
providing a marker in a data time frame, the method including: 

encoding data bits at a particular point in a data sequence to provide states; 
30 generating a state combination that is an illegal combination; 
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recognising that illegal combination as a marker. 

Preferably, upon receiving a negative acknowledge, the transceiver /transmitter 
retransmits the data to the at least one transceiver /receivers. 

5 

The system and protocol of the present invention has many uses including 
applications in controlling domestic, industrial and office appliances. 

BRIEF DESCRIPTION OF THE DRAWINGS 
10 Figure 1 shows one network architecture according to a preferred embodiment of the 
present invention; 

Figure 2 shows the network protocol model used in the environment of the present 
invention; 

Figure 3 shows a frame structure according to a preferred embodiment of the present 
15 invention; 

Figure 4 shows a preferred structure of a transceiver device used on the present 
invention; and 

Figure 5 shows parts of the ISO 7 layer model in which certain functions of the 
transceiver device of Figure 4 are performed. 

20 

DETAILED DESCRIPTION OF THE PREFERRED EMBODIMENT 
An exemplary architecture of a network is shown in Figure 1, in which the network 
10 is made up of nodes 1, 2 and 3. Nodes 1, 2 and 3 are transceiving devices and may 
act as transmitters and/or receivers in a given communication Transaction. The 
25 network 10 may communicate with other networks 20, via gateway 11. 

The protocol design of the present invention is based on the ISO seven layer model 
and some terminology is common with that used by ISO. The protocol used in the 
present invention is connectionless, meaning that once a single data transfer has 
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taken place, there is no expectation of additional related data transfers either before 
or after. 

The protocol model of the preferred embodiment is based on the ISO seven layer 
5 model and is shown in Figure 2. For applications distributed over two nodes, each 
protocol layer has a virtual connection to the equivalent layer in the other node. As 
can be seen, each layer takes data provided by the layer above, treats it as a data unit 
and adds its own protocol control information (PCI) field. At each layer, the protocol 
data unit (PDU) is either the data, or a package provided by the next higher layer. 
10 The name of the PDU is prefixed by the layer to which it applies (For example, SPDU 
is a session PDU). 

The physical layer relates to the mechanical and electrical network interface in the 
ISO system. In the system of the present invention, the physical layer refers to the 
15 hardware and firmware elements used to transmit and receive bits over the 
communication medium. 

In the ISO system, the link layer is used for data link control (for example, framing, 
data transparency, error control). In the present invention, the link layer is used to 
20 break bytes up into bits, bit stuffing (if required), framing, collision detection, 

prioritisation, error detection, positive/negative acknowledge generation, checking 
and retransmission. 

The network layer in the ISO system is used for networking routing, addressing, call 
25 set-up and clearing while in the present invention, the network layer is used for 
network routing, addressing, Transaction set-up and clear. 

In the ISO system, the transport layer is used for end to end message transfer, 
connection management, error control, fragmentation and flow control. The 
30 transport layer is not used in the environment of the present invention. 
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The session layer in the ISO system is used for dialogue and synchronisation control 
for application entities but is not used in the environment of the present invention. 

5 The presentation layer is used for transfer syntax negotiation, and data 

representation transformations in the ISO system while in the environment of the 
present invention, the presentation layer is used for optional encryption of 
application data. 

10 The application layer in the ISO system is used for file transfer, access management, 
document and message interchange, job transfer and manipulation while in the 
environment of the present invention, the application layer supports sending and 
receiving application data. 

15 Finally, the user application layer is used both in the ISO and the environment of the 
present invention for whatever is needed to achieve a specified function or 
behaviour. 

It is predominantly in the link layer that the features of the present invention reside. 

20 

In the protocol of the present invention, use can optionally be made of a dominant 
bit, and an inferior bit. If two devices simultaneously transmit a dominant and an 
inferior bit, then receivers and transmitters (monitoring their own transmissions)will 
detect only the dominant bit. 

25 

Media access is obtained by a transmitter first monitoring the media, and if no 
existing transmission is detected, the transmitter will try to claim media access by 
transmitting a preamble stream. This preamble starts with at least one detectable bit. 
The claim for media access defines the start of a Transaction. A Transaction consists 
30 of all data transfer, acknowledgement and repeating of data. All nodes in a network 
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must monitor the media continually and if they detect a Transaction occurring they 
will defer any attempt to claim media access until the completion of the current 
Transaction. 

5 Transactions are asynchronous, that is, they can occur at any time and the time 
difference from the start of one Transaction to the next does not have to be an . 
integral number of bit periods. 

In this application, a Transaction is specifically defined as a continuous period of 
10 time broken up into several sub-time slots containing different types of data. A 
Transaction will begin with a preamble for a set period of time, followed by the 
specific data which is to be transmitted from a transceiver /transmitter to two or 
more transceiver/receivers. The timeslot during which the data is transmitted is 
variable in length, and includes a portion used as a frame check sequence. Following 
15 the data transmission is a repeat timeslot tag (details of which will not be described 
as they are not relevant to the present invention) followed by a timeslot during 
which positive acknowledgement can be transmitted by the transceiver /receivers, 
followed by a timeslot during which negative acknowledgement is transmitted by 
the transceiver /receivers. The structure of this frame is shown in Figure 3. 

20 

As described above, a Transaction is asynchronous and can start at any time. 
However, once started, the Transaction has a time-based structure. Special markers 
in the Transaction are used to show the beginning and end of the data portion. This 
will be discussed in more detail later. The time slots during which positive and 
25 negative acknowledgement are transmitted, are fixed in time. By coding and 

redundancy of data encoded into these timeslots, a positive acknowledgement by 
one or more transceiver /receivers and a negative acknowledgement by one or more 
transceiver/receivers can be conveyed. All of the devices involved in the 
Transaction see both of the acknowledgment timeslots. 

30 
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Once data transmitted by the transceiver /transmitter (for example node 1 in Figure 
1) is received successfully by the transceiver /receivers (nodes 2 and 3), nodes 2 and 3 
will acknowledge successful receipt. 

5 If data from a Transaction is received with error by a transceiver/receiver, then that 
transceiver/receiver will transmit a negative acknowledge. 

Transceiver/receivers wishing to positively acknowledge, will transmit a special 
code during the positive acknowledge timeslot and during the negative acknowledge 
10 timeslot will either receive (if dominant bit transmission is not used) or transmit 
inferior bits (if dominant / inferior bits are used). 

Similarly, transceiver/receivers wishing to negatively acknowledge will either 
transmit inferior bits (if dominant / inferior bits are used) or receive (if dominant bit 
15 transmission is not used) during the positive acknowledge timeslot and transmit a 
special code during the negative acknowledge timeslot. 

The fact that the devices monitor the timeslots during which they are not 
transmitting, ensures that by the end of two timeslots each device has detected either 
20 positive acknowledges, negative acknowledges or both and can therefore determine 
the overall acknowledge state of the network. 

For example, the transceiver /receiver which transmits a positive acknowledge will 
be able to detect some other transceiver/receiver which transmits a negative 

25 acknowledge. For the case where dominant bits are used, this is because the 

transceiver /receiver positive acknowledging will attempt to transmit inferior bits 
during the negative acknowledge timeslot but will detect dominant bits due to the 
other transceiver/receiver which is simultaneously transmitting an appropriate code 
during the negative acknowledge timeslot. For the case where dominant bits are not 

30 used, the transceiver /receiver positive acknowledging will receive during the 
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negative acknowledge timeslot and detect any bits due to the other 
transceiver/receiver which is transmitting an appropriate code during the negative 
acknowledge timeslot. The reverse case applies for the transceiver/receiver 
transmitting a negative acknowledge. 

5 

At the end of the Transaction, all devices do not know how many positive or 
negative acknowledges there were, all they have to know is that there were some 
positive and some negative. 

10 If there were any negative acknowledges at all during the Transaction, then all of the 
transceiver/receivers know this, and can discard the data received. Similarly, the 
transceiver /transmitter knows this and can attempt to re-run the Transaction. 

The generation of a positive acknowledge will be as follows. Upon receiving data, a 
15 node will generate a positive acknowledge only when: 

-the data timeslot has been checked against its embedded frame check 
sequence and found to be valid; and 

-any addressing information present in the data timeslot matches an 
addressing information used by the device. 
20 Each device transceiver generally contains at least two different types of address, as 
follows: 

- A Unit Address, allowing the device to be uniquely addressed in 
isolation; and 

- A Multicast address, allowing those devices in a network to be addressed 
25 simultaneously for the purpose of updating shared network variables. 

In addition, devices can also optionally contain: 

- A Network Address, allowing physical devices to be grouped by the 
logical network to which they are allocated. 
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Other variations are possible, but these three address types are used as the basis for 
other more sophisticated addressing schemes. 

Use of the positive acknowledge is useful as it provides an additional certainty to the 
5 functioning of the network. If for example, the transceiver/transmitter does not 
receive a positive acknowledge, from any device, and then does not receive a 
negative acknowledge from any device, there is no certainty that any device received 
the transmission. 

10 It will be appreciated however, that the positive acknowledge is not essential to the 
broadest aspect of the present invention. Furthermore, the positive acknowledge 
could appear after the negative acknowledge. 

The processes involved in generation of a negative acknowledge are as follows. A 
15 receiving device (transceiver/receiver) will generate a negative acknowledge only if 
the data timeslot is determined to be corrupted, by checking the received data using 
the embedded frame check sequence. 

Where a device determines data timeslot corruption, there is no point further 
20 examining any fields inside the data timeslot. 

Acceptance of the data transmitted by the transceiver/transmitter is only made by 
the transceiver/receivers if the condition for generation of a positive acknowledge 
are met and if no other transceiver/receiver has generated a negative acknowledge. 
25 This ensures that all transceiver /receivers receive a given message only once. For 
point-multipoint messages, this may mean that a message is discarded by a 
transceiver/receiver, even if it appears valid and was positively acknowledged. 

In practice, it is beneficial to construct all devices in the network in the same way. 
30 This means that each device (generally referred to as a "transceiver"), whether it acts 
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as a transceiver/transmitter or transceiver/receiver, will be constructed in the same 
way and can be separately enabled to perform the desired function. This provides 
significant savings in the complexity and cost of manufacture since only one type of 
device need be designed and manufactured. 

The preferred implementation of the transceiver device 100 uses a radio receiver, a 
radio transmitter, and a microprocessor. These first two items can optionally be 
combined as a transmitter/ receiver 120, as shown in Figure 4, which shows device 
100 including microprocessor 110 and transmitter/receiver 120. 
Transmitter/receiver 120 transmits and receives data via antenna 130. 

It will be appreciated that use of a microprocessor is not mandatory. For example the 
protocol could be implemented in a dedicated integrated circuit, a programmable 
logic device or a programmable gate array. Using a microprocessor is convenient 
because it allows a readily modifiable software implementation, and reduces the 
overall parts count. However the software implementation is only suitable for low to 
moderate data rates. 

The function of the transmitter/receiver 120 is to receive or transmit information. 
The choice of transmitter/receiver will be determined by a range of factors, including 
(but not limited to): 

a. The regulatory environment of the market into which the product will 
be sold. 

Each country has regulations that determine factors including 
allowable frequencies, transmit power levels and bandwidth. 

Transmitter/receivers suitable for use in some countries may be illegal 
in other countries. 

15 
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10 



For products with a broad sales appeal in a range of countries/ it is 
possible that several different transmitter /receivers will need to be 
selected, appropriate to each country. 

Power consumption, in conjunction with any other considerations that 
determine the amount of power available. 

For example, transmitter/receivers with a high power consumption 
may be unsuitable for battery operation. 

Time for the transmitter/receiver to switch between receive and 
transmit modes. 



In the communication protocol of the present invention, the time to 
15 switch between receive and transmit is important, because the protocol 

includes a set of fixed time slots. Depending on the overall transaction 
being performed, a time slot may need to be received or transmitted. 

The time to switching between receive and transmit constitutes an 
20 overhead (dead time). Large switching times have the effect of wasting 

bandwidth. 

d. Interface type. 

25 Many types of transmitter/receiver are available. A type that provides 

digital data input and output gives the simplest interface with the 
microprocessor. 



e. Data rate. 

30 
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The transmitter/receiver needs to support a data rate appropriate to 
the overall product requirements. This data rate could be anywhere 
between extremely low or extremely high. 

f. Physical size, and the amount of space available. 

g. Cost. 

h. Amount of design effort. 

At the very least, the transmitter/ receiver needs: 

a. A Transmit data input, used by the microprocessor to place a 
communication state onto the wireless medium; 

b. A Receive data output, used by the transmitter/ receiver to indicate to 
the microprocessor the state of the wireless medium; and 

c. A control input, used by the microprocessor to select a receive or 
transmit mode of operation of the transmitter/receiver. 

Control inputs can range between very simple, and very complex. At the simplest 
extreme, it is used to select between receive and transmit. Some 
transmitter/receivers support a low power "sleep" mode. Others allow complex 
setup and configuration to be made for transmitter/receiver operating behaviour. 

For the protocol described, the type of control input is not critical. 

Some suitable transmitter/receivers include RFM ASH series TR1000 to TR3100, 
Chipcon CC1000 and Nordic NRF401, NRF403. 
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The microprocessor 110 is used to implement the communication protocol, using the 
transmitter/receiver as the means of placing communication states onto the wireless 
medium, and receiving communication states from the wireless medium. 

The type and choice of microprocessor is not very critical, provided that it can 
perform operations with precise timing. The degree of precision only needs to be 
enough to avoid creating bit errors in the communication protocol. 

The protocol is best implemented in a bit-oriented manner, because this allows the 
point at which the time slots begin to be easily recognised. 

The microprocessor is responsible for implementing at least some of the following 
functions: 

a. A data encoding and decoding scheme used for transmission and 
reception - for example, Manchester coding; 

b. Recovery in the receiver of the transmitted clock - for example by 
synchronising onto a preamble; 

c. Detection of collisions; 

d. Creation of each time slot, and appropriate transmission or reception 
during the time slot to exchange the relevant acknowledge information; 

e. Implementation of an error detection scheme that can be used by a 
receiving device to determine if a transmission is received with or 
without error; and 
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f . Implementation of an error correction scheme that can be used by a 

receiving device to correct for some number of received errors during a 
transmission. 

5 As previously described, a common method for describing the functions used in 

communication protocols is the ISO 7 layer model. Whilst a software structure based 
on this model is not mandatory, its use simplifies the overall design. Using this 
model, the functions performed in the bottom few layers are shown in Figure 5. 

10 The microprocessor hardware provides the electrical interface (Physical layer). 

The microprocessor software performs the functions of all higher layers. 

In particular, the software MAC-B portion of the Link Layer is responsible for all 
15 time - critical functions of data transmission and reception, including at least some of 
the following: 

a. Starting a new transmission (including generation of any preamble); 



20 



b. Transmitting data bits; 

c. Transmitting frame markers; 

d. Starting reception; 

25 e. Synchronisation onto the transmitted data stream and clock recovery; 

f . Reception and decoding of data bits; 



30 



g. Reception and decoding of frame markers; 
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h. Notification of a collision; 
L Starting each time slot; and 

j. Transmission or reception of data bits inside a time slot. 

The software MAC-F portion of the Link Layer is not so time critical. It is responsible 
for higher level message-oriented processing, including at least some of: 

a. Construction of a packet from received data bits; 

b. Packet error checking; 

c. Determination of when to acknowledge, and the type of 
acknowledgement to be generated (using the time slot services of 
MAC-B); 

d. Based on packet structure, scheduling and operation of a repeated 
transmission; 

e. Starting the transmission of a new packet; 

f . Generation of packet error-check sequences; 

g. Transmission of a packet, bit at a time; 

h. Examination of acknowledgements, and collisions, and determination 
of whether a packet should be re-transmitted and when that re- 
transmission should occur. 
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Many different microprocessors are available. Some have special hardware functions 
available which remove some of the processor load for time critical functions, such as 
generation of time intervals, generation of pulses, and so on. Whilst these hardware 
functions are not mandatory, their use greatly simplifies the software design and 
5 coding. Some microprocessors that are suitable for use in this invention include the 
Texas Instruments MSP430 family, Atmel Atmega family and the Hitachi H8/3644 
family. 

As previously mentioned, and according to a further aspect of the present invention, 
10 special markers are used in the Transaction to show the beginning and end of the 
variable-length data portion in the Transaction frame. 

In the protocol of the present invention, it is important to fix in time the end of the 
variable portion, because this forms a reference point that defines when the fixed 
15 time slots can begin (for acknowledge transmissions). According to this aspect of the 
invention, use is made of the concept of encoding data to provide "states". 

It is desirable for communication media to require some form of balanced 
transmission to avoid accumulation of a dc offset. This balance requires that the 
20 number of ON and OFF states on the medium be equal, when considered over a 
moderate to long time period. 

There are a number of encoding schemes that can be used to translate the data bits 
into states on the medium. These vary in terms of the bandwidth they consume on 
25 the medium, and the ease of recovery of the transmitted data in a receiver. 

One of the most common is Manchester coding. This coding uses two states on the 
medium for each data bit, and has a simple process for data recovery in the receiver. 
This codes a 1 bit as the state pair (OFF, ON), and a 0 bit as the state pair (ON, OFF). 

30 
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The Manchester code always has a state transition (OFF to ON, or ON to OFF) in the 
middle of each data bit which greatly simplifies the process in the receiver of data 
recovery and synchronisation onto the transmitter clock. 

5 In the Manchester code, the state pairs (OFF, OFF and ON, ON) are not permitted. 

The Manchester code can be exploited, so that the illegal state pairs are used to 
convey information about points of significance. 

10 The exact choice of the illegal state sequence is not very important, so long as it is 
used consistently. Preferably, the dc balance of the Manchester coding should be 
preserved. 

A suitable coding to represent the end of the variable portion of the transmission is to 
15 use a simple illegal sequence: (ON, ON, OFF, OFF). This preserves the dc balance, 
and can be easily recognised by the Manchester decoder. 

If additional information needs to be conveyed, this sequence can be used as a "lead- 
in". So, for example, other possible sequences might be: 

20 

(ON, ON, OFF, OFF, ON, OFF) = first point of significance 
(ON, ON, OFF, OFF, OFF, ON) = second point of significance 

When the methods and advantages are considered together, the preferred protocol 
25 implementation is bit-oriented, synchronous, and exploits illegal coding to denote 
points of significance in the variable part. 

This has the advantage of providing a high level of time-based precision in finding 
the end of the variable portion, is relatively easy to implement, removes any reliance 
30 on characterisation of UARTs, and does not need escape sequences or bit-stuffing. 
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Furthermore, the high time-based precision in finding the end of the variable portion 
also creates a high level of precision in determining the start of the fixed time slots 
that follow. An example of the use of a start marker (12) and an End Marker (13) is 
shown in Figure 3 

The fixed time slots are easily transmitted, simply by counting the transmitted states 
or bits. The received time slots require a Manchester decoder (without the need to 
support the illegal states), and a timer in the case where nothing is transmitted 
during the period of the received time slot. 

It will be understood that the above has been described with reference to a preferred 
embodiment and that many variations and modifications may be made within the 
scope of the present invention. 
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